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T H E  I M P O R T A N C E
O F  C Y B E R S E C U R I T Y

2021 HAS SEEN A 34%
INCREASE IN THE VOLUME OF
DAMAGING DATA BREACHES

5,285
breaches

Source :  Ver izon Data  Breach Invest igat ions  Report ,  2021

$3.86 MILLION

280 DAYS

The average tota l  cost
of  a  data  breach

The average t ime i t
takes  to  ident i fy  a

data  breach

Aside f rom business
interrupt ion,  the cost  of
a  data  breach inc ludes
lost  business ,  legal
expenditures ,  cr is is
management ,
communicat ions  to
shareholders ,  and loss
of  goodwi l l .

Lost Business Cost
39.4%

Detection & Escalation
28.8%

Ex-Post Response
25.6%

Notification
6.2%

Source :  Ponemon Cost  o f  a  Data  Breach Report ,  2020

Cyberattack prevent ion can save an organizat ion f rom about
$400k to  $1 .4  mi l l ion

Source :  Ponemon The  Economic  Va lue  o f  Prevent ion  in  the  Cybersecur i ty  L i fecyc le ,  2020



S t r a t e g i c  C y b e r s e c u r i t y
i s  a  c o s t - s a v e r  a n d
g r o w t h  e n g i n e .

Smart investments in frictionless

cybersecurity improve customer

trust, competitiveness and

operational efficiency, delivering

both top-line and bottom-line results.

20
21

Last year, the
overall value of
these benefits

rose about 10%
to $2.9 million.

Organizations of all sizes benefit
from investing in cybersecurity.



P R O G R E S S  B Y
T H E  N U M B E R S

Reducing Sale  Delays

68% 74%

73% 74%

Mit igat ing Secur i ty
Losses

Enabl ing Innovat ion Achieving Operat ion
Eff ic iency

MOST ORGANIZATIONS SAY THEY SEE SIGNIFICANT BENEFITS
FROM CYBERSECURITY INVESTMENT IN THE FOLLOWING AREAS:

73% 76%
Bui ld ing TrustMaking Company More

Attract ive

Source :  C isco Data  Pr ivacy Benchmark Study 2021



90%
O F  B U S I N E S S E S  C O N S I D E R  W H E T H E R  A N  O R G A N I Z A T I O N

H A S  S P E C I A L I Z E D  P R I V A C Y  C E R T I F I C A T I O N S  W H E N
C H O O S I N G  A  B U S I N E S S  P A R T N E R  

Cybersecurity benefits apply across
industries. The average organization

receives a 179% ROI from the strategic
selection of cybersecurity services.

Source:  C isco  Data Pr ivacy  Benchmark Study,  2021

The more mature an
organization's investment in

privacy and security, the
greater their benefit.

Source:  C isco  Data Pr ivacy  Benchmark Study,  2021



Business  benef i ts  f rom strategic  pr ivacy
investment ,  by  degree of  r isk  matur i ty

24%
42%
70%
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Breaches
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Source :  C i sco  Data
Pr ivacy  Benchmark

Study ,  2021

Percent of organizations
that can better handle
changing legislation, by
maturity level

Datarisk Canada is your
trusted partner for

frictionless, profitable
cybersecurity. Facebook.Datarisk.ca

LinkedIn.Datarisk.ca

Datarisk.ca
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Source :  C i sco  Data  Pr i vacy  Benchmark  Study ,  2021



Reference page/info requestIncluded in this report:

Cisco Systems (2021). Cisco 2021 Data Privacy
Benchmark Study.
ESI Thoughtlab (2020). Driving Cybersecurity
Performance: Improving cybersecurity results through
evidence-based analysis. 
Ponemon (2021). Cost of a Data Breach Report
Ponemon (2020). The Economic Value of Prevention in
the Cybersecurity Lifecycle 
Verizon (2020). Verizon Data Breach Investigations
Report.

Datarisk Information Sources

Contact us:
416-431-9012  

www.Datar isk .ca  

Info@Datar isk .ca

mailto:Claudiu@Datarisk.ca

